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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-5 CnocobGen mepenmaBaTth pe3yabTaT IMPOBEACHHBIX (PU3MKO-MATEMAaTHUYECKUX H  TMPHUKIIATHBIX
UCCJIEIOBAHUN B BHJI€ KOHKPETHBIX PEKOMEHJALWN, BBIPAKEHHBIX B TEPMUHAX MpEeIMETHOW oO0iacTu
M3y4aeMoro SIBICHUS

1.2 Tumbl 3amad mpodecCHOHATBHOW MEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:
- Hay4YHO-HCCIIE0BaTEeIbCKHIMA

1.3 JucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON IesSTEIhHOCTH B
chepe: 40 CkBo3Hble BHIBI TPO(PECCHOHANBHOW NEATEIHHOCTH B NPOMBINUIEHHOCTH (B cdepe
HAy4YHO-HMCCIIE0BATENIbCKUX U OMBITHOKOHCTPYKTOPCKHUX Pa3pabOTOK)

1.4 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE Kon u HanmeHoBaHMe
(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyZOBBIC HITH HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[IK-5 Cnocoben nepenasats |[[1K-5.4. AHanm3upyeT M CHHTE3MPYET HAXOMSIIYIOCS B
Ppe3yJIbTaT NPOBEAECHHBIX ero pachopsbKeHUH WH(OPMAIMIO W MPUHUMATh Ha 3TON

(pM3UKO-MaTeMaTHYECKUX U |OCHOBE anekBaTHble pemieHns. CTaBUT ©  pemraer
MIPUKJIATHBIX UCCIIEIOBAaHUN |IPUKIIAIHBIE NCCIIE0BAaTENbCKHE 3aJa9l

B BHJIE KOHKPETHBIX
pEKOMEHIallni,
BBIP2KEHHBIX B TEPMUHAX
MIpEAMETHON 001aCTH
M3y9aeMOro SBJICHUS

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

[IK-5 Crnocoben mnepemaBarh pe3yabTaT IPOBEICHHBIX (DU3NKO-MAaTEeMaTHYECKUX U
MPUKIAIHBIX HCCIEIOBAaHUA B BHUAE KOHKPETHBIX PEKOMEHIAIUi, BBIPA)KCHHBIX B
TEPMHHAX MPEAMETHON 00JIACTH U3y4aeMOro SBJICHUS

Ne HaumenoBanue dopma
n/m JIMCITUILINH, o0yueHus
OIpCACTAOIINX Oynas
MEKIUCLUMIUTMHAPHBIE | (ceMecTp)
CBA3U 5 7 8
1 |udopmaririoHHbIe +
CHCTEMBI H IIPOLIECCHI
2 |Hayuyno-uccnenoBaren +
bCKas paborta
3|OchoBnr 1C +
pa3paboTKu
4 |Pa3paboTka +
MOOHMIIBHBIX
MPUIIOKEHUH

2. MecTo nucuuiuiaabl B cTpykrype OII 0akanaBpuara:



JucuuminHa «KoMIbIOTepHbIE CETH» OTHOCUTCS K YacTH, (POPMHPYEMON y4aCTHUKAMH 00Opa30BaTEeNbHBIX
oTHouleHu#, ydebHoro rutana OIl mo nanpasnenuto noarotosku 01.03.01 - Maremaruka.

JucuunnuHa « KoMnbroTepHble ceTh» n3ydaercs B 4 ceMecTpe.

3.00beM u conepxaHHue TUCUUILINHBI
3.1.00peM QUCIUIUIHHEL: 4 3.€.
Oumnas: 4 3.e.

Bun yueGHOM paboThI (Bcgglf;io]s)
OO0mas Tpyn0éMKOCTb 1M CHUTLTTHHBI 144
KonTaktHas pabora 56
Jlexuuu (Jlexummn) 28
Jlaboparopnsie (J1ab. pab.) 28
CamocrositenbHas pabota (CP) 52
DK3aMeH 36

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMbI TEKyIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex [JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp
1 Hactpoiika cereBoit Brinonnenne
OTIepaIMOHHOMI MPAKTHYECKUX
CUCTEMBI 2 2 4 3aJaHMIi;
TecTtupoBanue;
ColOecenoBanue
2 CerteBble Brinonnenne
MIPOTOKOJIBI U MPAKTHYECKUX
KOMMYHHKAITAN 4 4 6 3aJaHMIi;
TecTtupoBanue;
CobecenoBanue
3 CereBoli mocTyn Brimonuenue
MPAKTHYECKUX
4 4 4 3aJIaHHI;
TecTtupoBanue;
ColOecenoBanue
4 Ethernet 4 | 416 CobecenoBanue
5 CereBoil ypoBeHb Brinonnenue
4l a7 [PAKTHYECKUX
3a/laHui;
CobecenoBanue
6 TpaHcriopTHBIN Tectuposanue;
yYpOBEHB CobecenoBanue;
4 4 7 Brinonxnenue
MPAKTHYECKUX
3aJJaHuN




7 [P-anpecarus CobecenoBanue;

Brimonaenue

MPAKTHYECKUX
3aJaHuH

8 Paz0ouenune IP-cereit Brmonnenue
Ha IIOICETH MPAKTHYECKUX
3aJIaHUI;
CobecenoBanue

9 N3yuenue cetn CobecenoBanue;
Brimonnenue
2 12| 4 IIPaKTUYECKUX
3aJaHuM;
TectupoBanue

Tema 1. Hactpoiika cereBoii onepanuoHHoii cucremsl (ITK-5)
Jlekumus.
HacTtpoiika ceTeBoil onepanmoOHHON CUCTEMBbI. 3HAKOMCTBO C BO3MOKHOCTAMM ONEPAIMOHHON CUCTEMBI
CiscolOS. Haznauenwue ornepaiinoHHOM cucTeMbl U e€ Mectonoiokenue. Jloctymn k ycrporictBy CiscolOS.
MeTton KoHCOMBHOTO ocTyma. MeTtoasl noctyna ¢ momotbio Telnet, SSH nu AUX. IIporpamMmmsl smymsiiiun
TepmuHaia. Pexxumel paboThl oneparmonHoi cuctembl CiscolOS. PaccMoTpeHre OCHOBHBIX PEKUMOB.
PexxuMm rmobanbHON KOHPUTYpAIUU U IOTIOJIHATENbHBIE peskuMbl. HaBuranus Mexay pexxumamu 10S.
Crpykrypa koMmann onepanrionHoi cucteMbl [0S, CripaBounoe pykoBoacTBo o komanaaMm CiscolOS.
PaccmoTpenune koHTekcHOM cripaBku. [IpoBepka cuHTakcuca koMaH 1. [opsune KIaBHUIIM U KJIABUIIIN
owicTporo Ber3oBa. Komaner npoepku [0S, BosmoxkHOCTH KOMaH 61 showversion. [Iporpamma
PacketTracer: maBuramus no 10S. Hactpoiika yCcTpoHCTB U y3J7I0B B C€TH. 3aIlIUTHI IOCTyIA K YCTPOUCTBAM.
ObecnieyeHne 3alMIIEHHOTO 0CTYIa K MPUBIWIETUPOBAHHOMY PEXHUMY. 3alUThHI 10CTYIIa K
moJib3oBaresibckomy pexumy. Llndposanue mapomnst. Cozganue 6aHHEpHBIX coobmeHnid. Dain
koHUTypanuu. 3axBar Tekcta B KoHconu. [TopTer u anpeca: IP-anpecanus, uaTepdheichl 1 TOPTHI.
Anpecanust yCTpOMCTB: HACTpOWKa BUPTyaIbHOTO HHTEp(deiica KoMMyHaTopa, HacTpoiikalP-agpecos
OKOHEUYHBIX YCTPOMCTB Bpy4UHYI0. ABTOMaTnyeckas HacTpoiika [P-aqpecoB OKOHEUHBIX YCTPOKCTB.
Kongmuxrer IP-anpecos. [IpoBepka mapameTpoB moakitodeHus: mpoBepka loopback-aapecos Ha okoHEUHOM
ycrpoiictBe. TectupoBanue Ha3HaYCHUSI HHTEpQElica U TECTUPOBAHUE CKBO3HOTO MTOIKITFOUCHHUS
JlaGopaTopHbie padoThbI.
1 Co3nanue KOHCOJIBHOU ceccuu ¢ moMonibio TeraTerm.
2 Hactpolika UCXOHBIX TapaMEeTPOB KOMMYTaTOpa.
3 Hactpolika OCHOBHBIX [TapaMETPOB MOAKIIOUEHUS.
4 Koudurypanus aapeca yrnpapieHUs KOMMYTaTOPaMH.
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
WuTepakTuBHOE 3aJaHUE: MOTYYEHHE JOCTyIa K YCTPOMCTBaM.

Tema 2. CereBble MPOTOKOJIbI 1 KOMMYHHKAuK (ITK-5)
Jlekumus.



[TpaBuia ceTeBBIX MPOTOKOIOB M KOMMYyHHKanui. [IpaBuia oOMeHa TaHHBIMU: YCTaHOBJICHUE MTPABHI U
KOAMpOBaHUE coo0IeHust. PopMaTHpPOBaHUE U MHKAICYIISLUS cooOmeHus. Pasmep coolenus.
Bpemennsie napameTpsl coodmenus. [lapamerpsl qoctaBku cooduienus. [Iporokonsl: mpaBuia,
peraMeHTupyomue crnocoosl oOMeHa JaHHbIMU. CeTeBble MPOTOKOJIBI. B3aumoaelcTBIe MPOTOKOIOB.
HaGops! mpoTokoinoB u orpacieBbie ctannaptsl. Co3nanue UnTepHera u pazpadorka TCP/IP. HaGop
npotokosnoB TCP/IP u nponiecc oOMeHa nanHbiMA. OpraHu3anuy 1Mo CTaHAapTaM: OTKPBIThIE CTaHAPTHI.
ISOC, IAB, IETF. IEEE. Crannapt [SO. [Ipyrue opranuzanuu 0o cTaHAapTU3aLUuU. DTaJIOHHbIE MOJEIIN:
IIPEUMYIIECTBA UCII0JIb30BaHUSI MHOTOYPOBHEBOW MoJeNH. JTanoHHasd Moaenb OSI. Monens npotokona
TCP/IP. CpaBaenne moneneit OSIu TCP/IP. [IBuxkeHne JaHHBIX 110 CETH: UHKATICYIISIIHS TAHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsnus u nenHkancymsus. CeTeBbie
azipeca U ajipeca KaHaja nepeaayu JaHHbIX. OOMEH JaHHBIMU C TOMOIIBIO YCTPOUCTB B oHOU cetn. MAC-
u [P-anpeca.lllimo3 o ymomuanuio. OOMeH JaHHBIMU C TIOMOIIBIO0 YCTPOMCTBA MO YATCHHON CETH.

JlaGopaTopHbie padoThbI.
1 TIpoekTupoBaHHE CUCTEMBI CBS3H.
2 W3yyeHue ceTeBbIX CTaHIapTOB.
3 Opranu3zauuu 1o cTaHgapTU3aliu.
4 Vcnonws3zoBanue nporpammbl Wireshark st mpocmoTpa ceteBoro Tpaduka.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
PaccMoTpenue aHamoruYHbIX MPOrpaMM JUIsl IPOCMOTpPa CETEBOTo Tpaduka

Tema 3. Cetenoii goctyn (IIK-5)

Jlekuus.
[Tpotokomnsl puznueckoro ypoBHs. CriocoObl moakoueHs K ceTu. CeTeBbie HHTEP(EICH MIaThI.
Haznauenue ¢usnueckoro ypoBHs. CpencTBa nepeaadul JaHHBIX Gpuzndeckoro ypoBHs. CTaHIapThI
¢buznyeckoro ypoBHs. OCHOBHbIE IPUHIUIBI (pru3HUecKoro ypoBHs. [IponyckHas cnocoOHOCT 1
MPOM3BOUTENLHOCTE. PaccmoTpenue dusnueckoit cpeapl. CeteBas cpena. [Ipokmanka MenHbIX Kabenen u
ux xapakrepuctuku. Kabens Tuna nezamumeénnas sutas napa (UTP). KaGens Ha ocHOBE 3KpaHHPOBaHHOMN
Butoi napsl (STP). KoakcuanpHbiil kabensb. be3omacHocTh MenHBIX Kabeneld. OCOOCHHOCTH MPOKIAAKU
kabeneit Tuna UTP. Pazsémbr UTP-kabens. TectupoBanue kadeneir UTP. OcobeHHOCTH TPOKIaAKH
ONTOBOJIOKOHHBIX Kabenei. KoHCTpyKIust onTOBOIOKOHHOTO Kabess. THIbl ONTOBOJIOKOHHBIX Ka0esei.
CeTteBbie ONTOBOJIOKOHHBIE pa3beMbl. [IpoBepKa ONTOBOJIOKOHHBIX M MEIHBIX Kadenel. OCOOCHHOCTH
OecnipoBoAHOM cpefbl. Turbl OecpOBOIHBIX CPEACTB Mepeaadl TaHHBIX. becrpoBoiHas T0KaabHas CeTh
(LAN). Haznauenue kaHanpHOTO ypoBHS. [logypoBHM KaHAIOB JaHHBIX. YIIPABJICHHUE TOCTYTIOM K Iepeaadn
naHHbIX. [IpegocraBienue noctyna K cpeae. Buabl Tonosnioruii. YnpapieHHe JOCTYIIOM K Cpelie mepeaadu
naHHbIX. Pu3nyeckas U Jornyeckas rononorus. Tormonorus miobansHoM cetr. Hamnboinee
pacnpocTpaHeHHbIe (PU3NUECKUE TONOJIOTUH IT00anbHOM ceTu. du3nueckast IByXTOUE€UHAS TOTIOIOTHSL.
Jlornueckast TOMoOJI0TUsl COBMECTHBIX CPEJCTB MEPEaYu JaHHBIX. ACCOIMATUBHBIN 10CTYyIL. Tomonorus ¢
MHOXECTBEHHBIM JT0cTyioM. KonTponupyemsbiii qoctyn. KonblieBas trononorus. Kaap kanana nepenauu
naHHbIX. Kanp, 3aroioBok.

JlaboparopHbie padoThbI.
1 OmpeneneHue CETEBBIX YCTPOUCTB U KaOETLHON CUCTEMBI.
2 IToctpoenue nepexpectHoro kabdens Ethernet.
3 IIpocmotp undopmaruu o cereBoit uaTepdeiicHoi miare (NIC) nmpoBogHBIX U OECITPOBOAHBIX CETEH
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
AHanu3 TOMOJOTUU C MHOXKECTBEHHBIM JIOCTYIIOM.

Tema 4. Ethernet (IIK-5)
Jlekuus.



[Tpuniun padotsr Ethernet. IlogypoBau LLC 1 MAC. YipasieHue 10CTYIOM K Cpeie Tiepeiau TaHHbIX.
MAC-anpec: unentudpukanus Ethernet. O6paboTka kanpoB. ATpuOyThI KaJipa: HHKANCYISILINSA, pa3Mep
kaapa. MACEthernet. MAC-anpeca u mecTHaanarepuyHas cucrema cuncinenus. Ilpeacrasinenns MAC-
anpecoB. CkBozHoe nozakmodenue. [Iporokon ARP. @ynkunu ARP. [Tpunuun pa6otst ARP. Pons ARP B
nporecce yranéHHoro oOMeHa JaHHbIMH. YnaneHue 3amuceid u3 tadnuiel ARP. Tabmuist ARP Ha ceTeBbix
ycrpoiictBax. [IpoGnemsr ARP u ero mpoGnemaruka. YcrpaneHue NOCIeICTBHMA, BBI3BAHHBIX MPOOJIeMaMH €
npotokosioM ARP. OcHoBHas nHdopmarnms o noprax kommyraropa. Tabmuia MAC-agpecoB KOMMyTaTopa.
Hacrpoiiku nymiekcnoro pexuma. Oynkmus Auto-MDIX. CriocoObl nepechbulky KaJpa Ha KOMMYTaTOpax
Cisco. bydepuzanms namstu Ha komMmyTaropax. OUKCUpoBaHHAs MOYyJIbHAsA KoHpuryparus. [Tlapamerpsl
MoyIst A7 pazbEMoB KommyTaropa Cisco. Texnonorus CiscoExpressForwarding.

JlaboparopHbie padoThbI.
1 O630p MAC-anpecoB ceTeBbIX YCTPOMCTB.
2 HWcnonb3oBanue nporpammbl Wiresharkuis ananuza xanpos Ethernet.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
Ponis MAC-aapecos.

Tema 5. CeteBoii ypoBenb (I1K-5)
Jlexknus.
IIpoTtokoinbl cereBoro ypoBHs. CeTeBOi YpOBEHb B IIPOLIECCE NTEPENAUN JaHHBIX. XapaKTEPUCTUKN
[P-nnporokomna. [1aker IPv4 u IPv. Metonsl MapuipyTu3anuu y3i10B. Pemienue o nepeHarpasieHun y3ia.
03 mo ymomuanuto. Tabnuna mapupytuzanuu y3na [Pv4. Tlpumep Tabnuis Mmapmpytuzanuu y3sna [Pv4
u [Pv6. Pemmenne o nepechbuike MakeToB MapUIypTU3aToOpa. 3anicy TabIMIbl MapIIPyTU3ALUHU YIaJIeHHON
ceTH. AJpec cIenyoUIero nepexoaa. YerpoiicTso Mapuryprusaropa. Ilponeccop u onepannonHas cucreMa
Mapuryprtuzatopa. [lamare mapirypruzaropa. O6beaunutensHas nanens. Marepdericer LAN 1 WAN.
3arpy3ka mMapiryptuszarop: ¢aitnsl bootset. Ilponecce 3arpy3ku mapiryprusaropa. BeiBoa JaHHBIX KOMaHIbI
showversion. HacTpoiika HCXOIHBIX TapaMEeTPOB: IEHCTBHS MO HACTPOMKE MapaMEeTPOB MapIIypTU3ATOPA.
Hacrpoiika unrepdeiicoB LAN. IIpoBepka koHpurypanuu uarepdeiica. Hactpoiika mapameTpoB HUII03 MO
yMoiryanuto. Vcnons3oBaHue NUIr03a o YMOJIYaHUIO Ha y3JIe U KOMMYTarope
JlaboparopHbie padoThbI.
1 IIpocMoTp 1 aHamM3 TaOIHUIBI MAPIIPYTH3AINH Y3J1a.
2 N3zyuyenne GU3NIECKUX XapaKTEPUCTUK MAPIIypTH3aTOpa.
3 Munnumanusanys U neperpyska MapIirypTu3aropa ¥ KOMMyTaTopa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
N3yuenue pazuuiel mexay [Pv4 u IPv6, a Takke nX METOZOB UCIIOIB30BaHUS.

Tema 6. TpancnoprtHblii ypoens (I1K-5)
Jlekumus.
[IpoTokon TpancnopTHOTO ypoBHs. [lepenada nanHbIX. 3HAUEHUE TPAHCIIOPTHOTO YpoBHS. Hané€XHOCTh
Tpa"ncnoptHoro ypoBHs. [Iporokon TCP u UDP. Kparkoe onucanue npoTokonoB. Paznenenne HeCKOIbKUX
kaHasoB cBs3u. Anpecanus noptoB TCP u UDP. Cermenrtanus TCPu UDP. Hanexunas noctaBka o TCP.
[Ipoueccet TCP-cepBepa. Yeranosienue TCP-coequHeHus 1 €ro 3aBeplieHus. AHaINU3 TPEXCTOPOHHETO
pyxonoxarus TCP. Hanexxnocts TCP: ynopsinoueHHast 10CTaBKa, MOATBEPKIACHUE U pa3Mep OKHA, TOTEPs
JAHHBIX W TOBTOpHas nepenaya. [Ipenorspamenne neperpy3ok. Huszkas narpyska UDP no cpaBHeHuIo ¢
HaJexHOCTHI0. Pazbopka UDP-nararpammsr. [Iponecce u 3anpocsr UDP-cepBepa. Iporieccsr
UDP-knueHnra.
JlaGopaTopHbie padoThbI.
1 Wcnonb3oBanue nporpammbl Wiresharkuis uzyuenns nporecca Tpexcroponsero pykonoxarust TCP.
2 Hcnonws3zoBanue nporpammbl Wiresharkmns ananm3za 3axsara makeroB DNS u UDP.
3 UcnonszoBanue nporpammbl Wireshark ans ananusa 3axsara ceancoB FTP u TFTP.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
Ycranosnenne TCP-coenunenus



Tema 7. IP-agpecanus (ITK-5)
Jlexknus.
Ceressie IPv4-anpeca. Ctpykrypa agpecos. JBouuHoe npecrabieHue yucen. J{Bonynas cucrema
ucuucnenus. [IpeoOpa3oBanue JBOMYHOTO afpeca B IECATUIHBIN. IHTepakTUBHOE 3a/1aHNE:
npeoOpa3oBaHue IBOMYHBIX 3HAYCHUH B ecaTndHble. Macka noncetu [Pv4. CeteBas u y310Bas 4acTu
IPv4-anpeca. Ananu3 HbI ipedukca. CeTeBoi anpec, aapec y3ia U MHUPOKOBEIIATEIbHBINA aIpec CEeTH.
[TepBrIit 1 mocnenuuii aapec ysna. [looutoBas oneparus. OgHoanpecHas, IUPOKOBEIIaTeNbHas U
MHoroajipecHas paccolika [Pv4. [IpucBoenue craTuueckoro u JUHaMHUecKkoro agpeca. OgHoaapecHas
nepenayda. [llupoxoBemarenbHas nepeaada. MuoroaapecHas nepenada. [lyonuunelie U yacTHbIE aapeca.
Anpeca crienMagbHOTO Ha3HAauUeHUs. YcrapeBias kiaccoBas agpecanus. [Ipucoenue [P-anpecos. CeteBble
IPv6-anpeca. [Ipo6nemsl IPv4 u permenue IPv6. CoBMecTHOE UCTIONb30BaHHE POTOKOIIOB. [IpoBepka
coequnenus. ICMP. Coo6mmenus ICMPv4 u ICMPv6. OtnipaBka 5X0-3alpocoB: TECTUPOBAHHE JOKATIBHOTO
creka. TpaccupoBka MapIIpyTa: TECTUPOBAHUE ITYTH.
JlaGopaTopHbie padoThbI.
1 Wcnonb3oBanue KanbKyasaTopa Windowsc OMOIIBIO CETEBBIX aJIpeCOB.
2 TIpeobOpazoBanue IPv4-aapecoB B IBONYHOE 3HAUYCHHE.
3 Omnpenenenne IPv4-anpecos.
3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.
IIpucsoenue IP-agpecos B cetn

Tema 8. Pazonenue IP-cereii Ha noaceru (I1K-5)
Jlexknus.
Paz6uenue IPv4-cetn Ha moncetu. Cermenranus cetu. [Ipuunsl pazouenus no noacetu. OOMeH JaHHBIMU
MEX1y TOoACEeTIMH. 3HAYMMOCTh pa3ouenus [P-cetn Ha moacetu. [1nan: mpucBoenue agpecos. Pazouenue
IPv4-cern Ha noaceru. ba3zoBoe pazdoueHue Ha OACETH U UCTIONb3YyeMble MojceTH. DOpMYIIbI pa3aencHHs
Ha noacetru. Coznanue 4, 8 moacereii. Pacuér y3noB. Paz0ueHne Ha moJceTH Ha OCHOBE TPeOOBaHUIT Y3IIOB.
Paz0uenue Ha mojiceT B COOTBETCTBHHM ¢ TpeOoBaHUAMU ceTH. [IpenmyriecTBa pa3OueHus Ha MOJICETH C
MCTIOJIb30BaHHEM MAacKH NepeMeHHON JITHHbBI. PaccMoTpeHne TpauiiuOHHOTO pa30ueHNs HEHYKHbIX
azpecoB Ha nojacetu. Macku noaceru nepeMenHoi bl (VLSM). bazoas mogens VLSM.
CTpyKTypUpOBaHHBIN POEKT: MJIAHUPOBAHUE aJipecaliuu ceTh. IIpucBoeHue aipecoB ycTponcTBaM.
Ocobennoctu npoektupoBanus [Pvo-cetu: cnocoOsl pa3duenus Ha noacetu. Pacnpenenenue noacetu
IPv6. PazOuenue Ha MoJCceTH C UCIOIb30BaHUEM UCHTU(UKATOpa HHTEpderica.
JlaboparopHbie padoThbI.
1 Pa3pabotka u BHepeHue CTpyKTypsl IPv4-ceTn, pa3aeieHHON Ha TOJICETH.
2 Pa3pa0oTka U BHEJpeHHE CTPYKTYpbl aapecanuu VLSM.
3 OtpaboTKa KOMITJIEKCHBIX MMPAKTUYECKU HABBIKOB.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 Pacuet IPv4-noxacereit.
2 Paz0ueHue TONoNOTuii ceTeld Ha MOJICEeTH.
3 M3ydeHue KaibKyJIsSITOpa MOACETEN.

Tema 9. U3yuenune cetu (IIK-5)
Jlekuus.



Jlexums. M3yuenne cetel pa3nuuHbIX MaciITaboB. KiMeHTh! U cepBephl B CETH, UX THITBI U BUIBI.
OpnHopanrosble ceTH. M3ydyeHne KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPONCTBA, IPOMEKYTOUHBIE CETEBbIE
YCTpOIiCTBa, CeTeBast cpefa, MPEACTaBICHUE CETH, CXeMa TOIOJIOTUU U MPEACTaBICHHE U (PYHKITUH
KOMIOHEHTOB ceTd. CUCTEMBI JIOKaIbHBIX ceTel. [100anpHble ceTr. IHTEpHET U AKCTpaHEeT: U3yueHHe
CEpPBUCOB coleauei cetu. TexHonoruu nocTymna B UHTepHeT. [lonkiroueHne yaaneHHbIX M0JIb30BaTeIe K
cetu MuTtepHert. [lonkmouenne npennpusatuid k cetu MaTtepuet. Comeamascs ceThb: IaHUPOBAaHUE
pacmmpenus cetu. [locTpoiika HaieKHOM CeTU. YCTOWIMBOCTH K cOOSIM B CETH C KOMMYTAIlMel KaHAJIOB.
YcToi4uBOCTh K COOSIM B CETSX C MAKETHOW KOMMYHUKAIe. TeHIEHIIUN pa3BUTHSI CETEH: KOHIICTIIUS
BYOD. CosmecTHas pabora uepe3 Mureprer. OOnauHble BBIYUCICHHUS U IIEHTPHI 00paOOTKH TaHHBIX.
TexHonornueckue TEHACHIMH B JOMAaTHUX ceTsaX. Opranuzanus CeTH 10 JIMHUSAM IEKTPONepeaadH.
PaccmoTpenue 6ecripoBOIHOTO MIMPOKOIIOJIOCHOTO A0CTyma. M3ydueHue cereBoi 6€30MacHOCTH: YTPO3bl U
pereHus mo odecneueHuto 6ezonacHoctu cetu. CeTeBbie apxuTeKTypbl Cisco.

JlaGopaTopHbie padoThbI.

1.M3yuenue cpeacTB /it COBMECTHOM pabOTHI B CETH.

2.M3yuyeHne cepBUCOB COLIEIIEICS CeTH.

3.CocraBnenue cxemsl ceTh MIHTepHET.

4.M3yuyeHue ppIHKa BakaHCUH B chepe MHPOPMALIMOHHBIX U CETEBBIX TEXHOJIOTUH.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

PaccMoTpeTs TEeHIEHIIMH Pa3BUTHS CETEBBIX TEXHOJIOTHN.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

4 cemectp
* mocemaeMocts — 10 0auIoB
*  TeKyumi KoHTpoisb — 40 OannoB
*  KOHTPOJIbHBIE Cpe3bl — 2 cpe3a no 10 6amioB KakapIid
* npemuanbHble 6amiel — 20 6amIoB
* OTBeT Ha ’Kk3aMeHe: He Oosnee 30 OamioB

Pacnipenenenne 6aJiioB 10 3aaHHSIM:

No  [Ha3zBanue tembl | DopMbl Max. Mertoauka mpoBeIcHUS 3aHATHS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. Hacrpoiika Brmonne 1 [IpakTrueckune pabOThI BBIOIHSIIOTCS CAMOCTOSTEIIEHO WM B MAJION
ceTeBoi HUe rpymnne (2-3 crymeHTa) Ha OOOPYAOBaHMH WM KOMIIBIOTEPHBIX
OTICPAIIIOHHOW |TIPaKTHYeC KJIaccax MO TEKYIIEeMY pa3zelly HiIH TeMbI TUCITUILTHHBL
CHUCTEMBI KHX OCHOBHBIE Ka4eCTBa BBINIOJHCHHOTO IPAKTHYECKOTO  3aJaHus
3aJaHu’ MOJICIKAIIETO  OLIEHKE: IOJIHOTAa W TOYHOCTH  BBISBICHUS

XapaKTCPUCTUK; OPUTUHAJIIBHOCTD MMPAKTUYCCKOTO PCHICHUA; ITOJTHOTA
AOCTUTHYTBIX HOKaBaTCHGﬁ; JACTAJIBbHOCTh OIIMCAaHHA WM HaITIsAJHOCTHb
CXEM H AJITOPUTMOB; HAJINYHUC TCCTOBLBIX MPHUMEPOB, KaA4YCCTBO

paboThI
Tectupos 2 OreHka TecTa Mo TEeKyIeMy pasfesy Uil TeMe AUCHUIUIMHBL
aHue 2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

CereBble

IIPOTOKOJIBI 1
KOMMYHUKaIIU

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny WM TEMbI JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJTOPUTMOB; HAIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

2 OGamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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CereBoil foctyn

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Tectupos
aHue

OreHka TecTa 1o TeKyIeMy pasaesy Uil TeMe AUCHUTUIMHBL

2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTes
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyXJeHnu, no0aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYCTHBIE  OMpoC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUYECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHAIBHOCTh HCIONb30BaHUSA BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

Ethernet

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha

12



CeTteBoii
YPOBEHB

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIONB30BaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

TpancniopTHBIN

YpOBEHB

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

10 6amma — ctyneHT mpaBwibHO oTBedaeT Ha 50-100% Bompocos B
TecTe.

5 Ganna - CTy[IeHT MPaBWIBHO OTBedaeT Ha 25-50% BompocoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

[P-agpecarnus

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOTO Ha
3aJlaHueE.

Brmonne
HHE
MIpaKkTH4IeC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MaJoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE ~KauecTBa BBIMONHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: MMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTadbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

PaszOnenne
IP-cereii Ha
IMOJICETH

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTtudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIHHO WM B MaJjOH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny MM TEMbI JTUCIIHIUTHHBL.

OCHOBHBIE KauecTBa BBIOJHCHHOTO TPAKTUYECKOTO — 3aJIaHUsI
MOJJISKAIIET0  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIMYHME TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

N3ydenue cetu

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IEeNbIo Ooiee
OOCTOSITENIEHOTO BBISBIICHUS] UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Tpymmbl MOTYT y4acTBOBAaTh B
oOCyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIE  OMpOC  MOXKET TPUMEHATHCS B Pas3iMyHBIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIEHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepraa;

- palMOHATBHOCThH MCIIONB30BaHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOM y4ueOHOU 3a/1aun;

- CBOEBPEMEHHOCTh M S(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBHOCTh WCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B Majoi
rpymnne (2-3 crymeHTa) Ha OOOPYAOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEeKYLIeMY pa3ieiny WM TEMbI TUCIUIUIHHBL

OcCHOBHBIE ~KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: IMOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTEPUCTHUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; IOTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYME TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Tectupos
aHue

OreHka TecTa Mo TEeKyIeMy pasfesy Uil TeMe AUCHUIUIMHBL

2 Oannma — cTyneHT mpaBuibHO oTBeuaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

10.

ITocemaeMocThb

10

10 GannoB 3a OTCYTCTBUE MPOIYCKOB 3aHATHH 0€3 yBaKUTEIBHBIX
MPUYHH U BBITIOIHEHHUE BCEX 3a1aHUI B CPOK
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11. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 32 TIPOEKT, BHINOJIHCHHBIH 10 3aka3ly paboromarens W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl IMpakTHUECKHX 3aHsATHi — 10
0aIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K IYOTUKAIIMK CTAThsl M0 TEMaTHKE B
pamMKax qUCIUILTUHBL — 10 6aos;
- y4acTHe C JOKJIaJoM BO BCEPOCCHMCKOM OMUMIIMAJE MO TEMAaTHKE
n3ydaeMoit qucturuiuHe — 20 0amios;
- yJacThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aIoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

12. OTBeT Ha dK3aMeHE 30 10-17 GammoB — CTYIEHT PAcCKPHLI OCHOBHBIE BOIIPOCHI W 3aJaHUS
OwsieTa Ha OIIEHKY «yJOBIETBOPUTEIHHO»
18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmeTa Ha OICHKY «XOPOIIIOY,
25-30 6GamroB — CTYIEHT pacKphUl OCHOBHBIC BOTPOCHI M 3aJaHUS
OusieTa Ha OIIEHKY «OTIUIHOM.

13. |MunuBunyanbHbIC 3a1aHUs, 50 CTyIeHT MOXET NMPEAOCTaBUTh BCE 3a/1aHUS TEKYIIETO KOHTPOJIS

C TIOMOIIBI0 KOTOPBIX
MOXHO HaOpaTb
JIOTIOJTHUTEITEHBIC OaJLThI
14. HUroro 3a cemectp 100

HtoroBass omeHka 1O »dKk3aMmeHy BeicTaBisieTcss B 100-0ayibHON 1mikame W B TPaTUIIMOHHOMN

YeThIpexOasIbHONW  IIIKaJe.

[TepeBon

100-6annbHOM  pEeHTHUHTOBOM OICHKHM 1O JUCIHIUIMHE B

TPaIUIIMOHHYIO YETHIPEX0aTbHYIO OCYIIECTBISIETCS CIEAYIOIIMM 00pa3oM:

100-6annpHas cucrema Tpagunuonnas cucrema
85 - 100 6anyoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 6aiuioB YIOBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

BrinoJiHeHHe NPAKTHYECKUX 3aJaHUM

Tema 1. HacTpolika ceTeBoii onepaluoOHHON CUCTEMBbI

1. N3yuenune priHka BakaHCUH B cpepe nHPOPMAITMOHHBIX U CETEBBIX TEXHOJIOTHA.
2. Co3znanue KOHCONBHOM ceccuu ¢ momolbto Tera Term.
3. HacTtpoiika ncXoqHbeIx mapameTpoB KOMMYyTaTopa.

Tema 2. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH

1. Hacrtpoiika OCHOBHBIX ITapaMeTPOB MOAKIIOYCHUS.
2. Kondwurypanus anpeca ynpasieHHs] KOMMYTaTOPaMHU.
3. IIpoexkTrpoBaHHEe CUCTEMBI CBSA3H.

Tema 3. CereBoil noctyn
1. N3ydenue ceTeBbIX CTaHAAPTOB.

2. Opranuzanuu 1o cTaHAapTU3ALMIH.
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Hcnonb3oBanue nmporpammsl Wireshark muist mpocmMoTpa ceTeBoro tpaduka.

Tema 5. CeteBoil ypoBEHb
0630p MAC-aapecoB CEeTEBBIX YCTPOUCTB.
Hcnonb3oBanue nporpammsl Wireshark st ananusza xaznpos Ethernet.
[TpocMoTp 1 aHaIM3 TAOMUIBI MAPIIPYTU3ANHN Y37Ia.

Tema 6. TpaHcOPTHBIN YPOBEHB
N3ydenne pu3nuecKnx XapakTepUCTUK MapIIypTU3aTopa.
WNuunumanuzanus v neperpyska MapirypTu3aropa 1 KOMMyTaTopa.

Hcnonb3oBanue mporpammsl Wireshark it u3ydeHus nporecca TpeXCTOPOHHETO PyKOMOKATHS

Tema 7. IP-agpecauus

Hcnonb3oBanue nporpammsl Wireshark st ananu3za 3axsata naketoB DNS u UDP.

Hcnonp3oBanue mporpammel Wireshark ais ananusa 3axsara ceancoB FTP u TFTP.

Hcnonb3oBanue KajabKymnsaTopa Windows ¢ TOMOIIbIO CETEBBIX aJIPECOB.

Tema 8. Pa3buenue [P-cereit Ha moxceTn
[IpeobpazoBanue IPv4-anpecoB B 1BOMYHOE 3HAUCHHUE.
Omnpenenenue [Pv4-anpecos.

Pa3zpabotka u BHeapeHue cTpykTypbl [IPv4-ceTu, pa3aeneHHol Ha TOJCETH.

Tema 9. U3yuenue cetn
W3yuenne cpeacTB i COBMECTHON pabOTHI B CETH.
N3ydeHune cepBUCOB COMIEAIICICS CETH.
CocraBienue cxeMbl cetu IHTEpHET.

CobecenoBanue

Tewma 1. HacTpoiika ceTeBoi OnepallMOHHON CUCTEMBI
MeTox KOHCOJILHOIO I0CTYIA.
Metonsbl noctyna ¢ nomoumbio Telnet, SSH n AUX.
I[IporpaMmmbl IMyJIsIiiM TEPMUHAJA.
T'opsiune KJIaBUIIM U KJIABUIIU OBICTPOro BbI30BA.
Bo3moxHocTH koMaHabl show version.

Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHHUKALIUN
IIpaBuiia ceTeBbIX NPOTOKOJI0B 1 KOMMYHHUKALMIA.
BpeMeHnHbIe napamMeTpbl COO0LIEHUS.
IIpaBuiia, persiaMeHTHPYIOLIHE CTIOCOOBI 00MEHA JAHHBIMH.
Buabl cereBbIX IPOTOKOJIOB.

Tema 3. CereBoii jocTyn
Cnoco0bI MOAKJIIOYEHHS K CETH.
Yro Takoe ceTeBblie HHTEP(dEHCHI IIATHI.
CpencrBa nepeaayu JaHHbIX GU3MYECKOTO YPOBHSI.
OcHOBHBIE NPUHUIMTIBI (PU3HIECKOTO YPOBHSI.



5. IloHsiTHe ceTeBOM Cpeabl.
6. Tomosorus r’1o00aJaLHOM CeTH.

Tema 4. Ethernet

1. Ilpununun padorsi Ethernet.
2. Hpunuoun padorsl ARP.
3. Poun ARP B nponecce y1aaéHHOro 00MeHa JAHHBIMH.
4. OcHoBHas uH(GOpMALKS 0 MOPTAX KOMMYTATOpA.
5. Texunonorus Cisco Express Forwarding.
Tema 5. CeteBoil ypoBEHb
1. Xapakrepucruku IP-nporoxosa.
2. MeToabl MAPIIPYTU3ALMHU Y3JI0B.
3.  YcrpoiicTBO MapuiypTH3aTopa.
4. Kax mpoucXoAUT UCTOIb30BAHUE IUTI03A 110 YMOJIYAHUIO Ha Y3JI€ U KOMMYTaTope
Tema 6. TpaHCIIOPTHBIN YPOBEHb
1. 3HavyeHHe TPAHCHOPTHOIO YPOBHSI.
2.  YcranoBiaenne TCP-coequHeHHs M ero 3aBepLICHHS.
3. IIpoueccsl u 3annpocst UDP-cepBepa.
4. IIpoueccst UDP-kiuenTa.
Tema 7. IP-agpecanus
1. CerteBbie IPv4-anpeca.
2. IlpeoOpa3oBaHue IBOMYHOIO aJpeca B AeCATHYHBIN.
3. Ilpucsoenue IP-anxpecos.
4. Onpenenenue IPv4-agpecos.
Tema 8. Pa3buenue [P-cereit Ha monceTn
1. Cermenranus ceTH.
2. Ilpu4HbI pa30oueHus 1O NOACETH.
3.  OOMeH JaHHBIMM MEXKAY MOACETAMM.
4. 3uaunmocTtb pa3oueHus IP-ceTu Ha moaceru.
Tema 9. U3yuenue cetu
1. UYro Takoe KIMEHTHI U CEPBEPHI B CETH, UX TUIIbI U BUJIBI.
2. IloHsTHE ONHOPAHTOBBIX CETEM.
3. Yro Takoe m1oOaIbHBIE CETH.
4. TexHomoruu J0OCTyNa B HUHTEPHET.
5. TloakmroueHue ymaJeHHBIX MMOJIb30BaTesieil Kk cet MHTepHeT.
6. Yrpo3sl U pemieHus o 006ecrne4eHnio 0€30MacHOCTH CETH.

TecrupoBanue

Tema 1. HacTpolika ceTeBoii onepaluoOHHON CUCTEMBbI

1) Kakast koMaHa He MTO3BOJIUT MMPOCMOTPETH BCE He3amMU(pPOBAHHBIE MTAPOIIH, COIEPIKAIIUECS B
KOH(UTYpallMOHHOM (aiiie B BUIE OOBIYHOTO TeKCTa?

(config)# enable password secret



(config)# enable secret Secret Password
(config-line)# password secret

(config)# service password-encryption
2) Kakoe ycTpoWCTBO BBIMONHSET POJIb [IUTI03a, HO3BOJISIS Y3/1aM OTHPABISTh TPADUK K yIaICHHBIM

IP-ceTsim?
cepep DNS

cepsep DHCP
JIOKaJIbHBIM MapIIpyTHU3aTop

JIOKAJIBHBIM KOMMYTaTOP
3) Kakoe yTBepx/ieHHe OMHMCHIBAET 0COOEHHOCTh KOH(UTYypAIlIK UMEHH y3J1a OTIEPALIMOHHON CUCTEMBI

I10S?
Ero makcumanpHas AjvHa HE JOJDKHA MIPEBBIIATH 255 CUMBOJIOB.

Ero HeoOxommuMo 3apeructpupoBath Ha cepBepe DNS.
OHO He MOXKET HAYMHATHCS ¢ UPPBI.
OHO He JOIKHO COEePIKATh MPOOEITBI.

4) Kaxkue qBa KOMIIOHEHTa JOOABISIOTCS K MPOTOKOJIbHOMY Ooky gaHHbIX (PDU) Ha ypoBHE n0cTyma K

cetu?
KOHIIEBUK

3aroyioBok [P
3aroyioBok TCP
3aroioBoxk HTTP

3aroJI0BOK Kajpa
5) Kaxoii BapuaHT 1OCTaBKM COOOIIEHUI UCIIOIB3YETCs B TOM Cllydyae, KOrJja BCce yCTPOHCTBA JOIKHBI

MOJYYHUTh OHO M TO K€ COOOIICHNE OTHOBPEMEHHO?

AYIUICKCHAA Iepeaada
OHOaApCCHAA pacChlIKa
MHOTroapecHas pacCblIKa

HIMPOKOBELIAaTeIbHAs PACChIIKA
Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHUKALIUN
1) B uém 3akirouaercs NpenMyIecTBO UCIOIb30BaHUS CTaHIapTOB I pa3pabOTKK U BHEIPEHUS

MPOTOKOJIOB?
KoHKpeTHBII MPOTOKOJI MOKET BHEIPUTH TOJIBKO OJIMH MPOU3BOINUTENb.
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IIpomyKThI pa3IMUHBIX IPOU3BOAUTENIEH MOTYT YCIEIIHO B3aUMO/IEHCTBOBATD.

Paznmuunsie MMPOU3BOAUTCIIN MOTYT B CB06OIIHOM MOPAIKE HAJTIO)KUTHh BCCBO3MOXKHBIC Tpe6OBaHI/I5I npu
BHCOAPCHUN KaKoro-Jmoo IpOTOKOJIA.

CranmapThl PEAOCTABIISIIOT TPOU3BOIUTEISIM CBOOOY IEHCTBHM JIJISl CO3AaHMS YCTPONCTB, KOTOPHIE Oy T
COOTBETCTBOBATh YHUKAJIbHBIM TPEOOBAaHUSIM.

2) Kaxkoii TuI 1OCTaBKU UCIIOJB3YIOT aJipeca KaHAJIbHOTO YPOBHS?

yaaJIEHHAsI JOCTABKA

JIOKaJIbHAs W yAaJdEHHasl 10CTaBKa

JIOKaabHasi JOCTaBKa

yIaJ€HHas JOCTaBKa C MOMOULIBIO MapIIPyTHU3aTOPOB

3) YUro npouzoiizer mpu oOMeHe JaHHBIMH MKy ABYMs YCTPOUCTBAMH, HAXOISAIITUMUCS B MPEACIIax OHOMN
U TOMH K€ IoJICceTH?

Byner otnmumaarbcs obmacte y3na B [IP-aapecax.

AJlpeca KaHAJIBHOTO ypOBHsI OyayT J00aBeHbI K 3arojioBKy [P-anpeca.

YcTpoicTBO-0TIIpaBUTENb OyIeT UCIIONIB30BaTh MpoTokosl ARP miis onpenenenus [P-agpeca nomydaresns.

JauHbIil kKaap OyzeT OTIpaBiieH IUTI03Y MO YMOTYAHHIO TSI MOCIEAYIOIICH T0CTaBKU K
YCTPOMCTBY-ITOJTYy4YaTEIO.

4) Kakas opranuzaius pazpadboraja 3TaJTOHHYIO MOJIENb B3aUMOICUCTBHUS OTKPBITBIX CHCTEM, KOTOpast
MIPUMEHSETCSI B COBPEMEHHBIX CETEBBIX TEXHOIOTHUSIX?

ISOC

TIA

ISO

EIA

IANA

5) KakoBa xapakTepuCTHKa TOMOJIOTHH «3BE31a» M00AIbHOM BEIUNCIUTEILHON Cpeabl?

Omna TpebyeT, YTOOBl HEKOTOPBIE Y3JIbl Pa3BETBICHUS OBLIM B3aUMOIIOIKIIIOUEHBI TOCPEACTBOM COEIMHEHMUS
«TOYKA-TOUKA.

Omna TpeOyeT, 4ToObI Bce y3I1bl OBUTM B3aUMOIIOIKITIOUEHBI TTOCPEICTBOM COSIUHEHHS «TOYKA-TOUKaY.
Jnist Bcex y31oB TpeOyeTcst HalIu4yhe yCTPOUCTBA-KOHLIEHTPATOPA, MOIKIIOUEHHOTO K MapIIpyTU3aTOPY.
V3I1bl pa3BETBIICHNUS MTOAKIIOUEHBI K IEHTPAIbHOMY Y311y IIOCPEACTBOM COCAUHEHUS TOYKA-TOUKA.

Tema 3. CereBoil noctyn
1) KaxoBo Ha3zHa4deHHUe MO yNpaBIeHUS ((U3NIECKUM COSTUHEHHEM B 3ar0JIOBKE KaHAJILHOTO YPOBHSI?

coo0mIaTh O Meperpy3Ke Cpeabl



HAYMHATh U 3aBEpIIATh Nepeaady JaHHbIX 110 Cpesie

YCTAaHOBHUTBH COCTMHEHHUE CO CPeAo

YCTaHOBUTB JIOTUYECKOE COCIUHEHNE MEXKIY Y3JIaMU
2) Kakoe nelicTBue NpeaIpUHUMAET KOMMYTATOp BTOPOIO YPOBHSI IIPH MOJTYYEHUH HIMPOKOBELIATEILHOTO

KaJipa TaKoro k€ YPOBHS?
CoOpacsiBaeT Kajp.

OTtnpaBisieT NaHHBIN KaJIp Ha BCE MOPTHI, KpPOME NOPTA, IOJIYYHUBILEr0 3TOT KaJIp.

OTtnpaBiseT 3TOT KaJp Ha BCE NOPTHI, 3aPETUCTPUPOBAHHBIE JIJIS1 IEPECHUIKH IIMPOKOBEIATENbHBIX

ITaKCTOB.

OTtnpaBnsieT Kajp Ha BCE MOPTHI.
3) Kakyto komanay unaTepdeiica HeoOX0IMMO BBECTH Ha KOMMYTAaTOpPE TPETHETO YPOBHS, MPEXKIIE YEM

Ha3HAYUTh TaKoMy UHTepdeiicy aapec [Pv4?
ip classless

no shutdown
no switchport

switchport
4) Kaxkoii TepMuH Aa€T ONpeiesieHUe BBIYUCIUTEIBHON CITOCOOHOCTH KOMMYTATOpa IyTeM OIIEHKH 00bEéMa

JaHHBIX, 00pabaThIBAEMBIX YCTPONCTBOM B CEKYHIY?
CKOPOCTh KOMMYTAaIIU!

CKOPOCTb IEePECHUIKH

IIJIOTHOCTH IOPTOB

dbopMm-paxTop
5) B uem 3akiroyaercs ofjHa U3 0COOEHHOCTEH KOHKYPEHTHOTO crioco0a I0CTyIa K cpefie nepeaadn

JTaHHBIX ?
On ob6pabatbiBaeT O0bIIE HATPY3KH, YEM IIPU UCTIONIIB30BAaHUU CIIOCOO0B KOHTPOIMPYEMOTO IOCTYIIA.

On HCIOJIB3YCT MCXaHU3MBbI IJId OTCIICIKUBAHUA OUCPCAN NJOCTYIIA K CPECAC.

3TO HeeTepMUHUPOBAHHBIHN CIIOCO0.
OH oueHb XOPOIIO MACIITAOMPYETCs PH BHICOKOW 3arpyKEHHOCTH CPEIbI.

Tema 6. TpaHCIIOPTHBIN YPOBEHD

1) Kakyro nadopmario MOXXKHO TTOJIYIUTh O COCETHEM YCTPONUCTBE € MOMOIIBIO KOMaH 6l show cdp
neighbors detail, koTopyto HEBO3MOKHO 0OHAPYKHUTH TIOC]Ie BBoJa KoMaH 16l show cdp neighbors?

wardopma, KOTopasi HCTIOJIb3YETCSl COCETHUM YCTPOUCTBOM
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[P-ampec coceqnero ycrpoicraa
TEXHUYECKUE XapaKTEPUCTUKU COCEAHETO YCTPOICTBa

M4 y3Jia COCCOAHCTO YCTpOﬁCTBa

2) Kaxoii Tunt BpegorocHoro I1O Oynet BbiaBaTh ce0st 32 OOBIYHYIO MPOTPAMMY U 3aITyCTUT CBOM
BPEIOHOCHBIN KO MPH 3ammycke?
TposiHCKasg nporpamma

BUpPYC
YepBb

mmuroHckoe 110
3) Coznaiite kanp Ethernet ¢ mpaBuIbHBIMU KOMIIOHEHTAMHU U OTIIPABBTE KaJp B MECTO HA3HAYCHHUS

VM R TORHEE Npotoxon UDE: FTP ¥ HASHIEEAN
MAC-anpec: 00-E0-86-2D-0C-05 MAC-aaps: O0-E0-09-18-18-BE
IP-afpec: 182168.50.232 IP-aapec: 1921689197

Him 3ok LR RTHETT ] i - MaoTorsine

1 1
TCP-afuanT
|P-namet
Kanp Ethernat
OQHECHDG-18-18-8E T Fil 192 168,50 733 15 YRR 16T O-ED-88-70RGC 55

4) PaCHpeI[CJII/ITC KOMITOHCHTLI CCTH MTOKAa3aHHBIC HAa PUCYHKC 1O KaTCTOPHUAM
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Kosuyrarop CeTenci NpUHTED
MP3-npowrpuieatant

Nepudepuiinoe yeTpolicTeo

Cetesan cpepa

Yaen CeTesoe YCTPORCTBO

Tema 9. U3yuenue cetn

1) Bo Bpemst m1aHOBOM POBEPKU TEXHHUYECKUH CIIEUAIUCT OOHAPYKWIL, 4TO ycTaHoBineHHOe Ha [1K
porpaMMHOE oOecIieueHre OCYIIECTBIISIIO TalHbIN cOOp TaHHBIX 00 MHTEPHET-CaiTax, MocemaeMbIX
MOJIH30BATENSIMH C JAHHOTO KOMIIbIoTepa. KakoMy THITy yrpo3bl OABEPraeTcs JaHHbBIH KOMITbIOTEp?

DoS -araka
Kpaka JJMIHON nHOOpMAIN
mmuorckoe [10

araka HyJIEBOTO JIHS
2) Kakoe yTBepKIeHUE ONMHICHIBACT CETh C TOAACPKKOH KauecTBa oocmykuBanus (QoS)?
COoii 3aTparuBacT MUHUMAJIBLHOE KOJTUYECTBO YCTPOMCTB.

CeTb 10DKHA UMETh BO3MOXKHOCTD PACHIMPEHHS B COOTBETCTBUH C IOTPEOHOCTSIMH ITOJTb30BATEINICH.
CeTth o0ecriednBaeT MPOrHO3UPYEMbIE YPOBHU OOCITY)KHBaHUS ISl pA3JIMYHBIX TUIIOB TpaduKa.

Jlannble, mepeaBaeMble 10O CETH, B MIpoLiecce Mepeadyn He U3MEHSIIOTCS.
3) Kakoii Tt IpOeKTUPOBaHUS CETEH coueTaeT B cebe ToI0COBBIC, BUACO- U JPYTHUE JaHHBIE,

nepcaaBacMbIC IO OAHOMY U TOMY KC KaHAJTY cBsA3u?

TpaIUIOHHAs CETh
00beAUHEHHA CETh

CCThb XpPAaHCHUA JAaHHBIX



OKCTPaHET
4) llIndpoBaHue Kakux Maposiei BBITIOTHAETCS C MOMOIIBIO KOMaH bl enable secret?
BCE HACTPOCHHBIC MAPOIH

[IapOJIb IPUBUIIETUPOBAHHOIO PEXKUMA
[1apOJIb KOHCOJIBHOM CTPOKH

napoius ctpoku VI'Y

5) Ju1st 5)KOHOMHHM BpEeMEHU KOMaH/IbI orepannoHHon cuctembl [0S MOXKHO BBOJUTE YacTHYHO. Kakast
KJIaBUIIIa UM KOMOMHALIMS KJIABUII 3aBEPIIUT BBOJ?

Tab

Ctrl-P

Ctrl-N

Crpeinka BBEpX

Crpeka BIpaBo
4.3 IIpomexxyTouHast aTTeCTalU 110 AUCITUIUTHHE MPOBOAUTCS B hopMe dK3aMeHa

Tunosblie Bonpocskl 3xk3amena (ITK-5)
Bomnpocel k 3k3ameny - 3 cemecTp

1 CoBpeMeHHBIE CETEBbIE TEXHOJOTrWHM. Vcmonp3oBaHWE CeT€d B TMOBCEAHEBHOM  HKU3HM.
[IpenocraBnenne pecypcoB B pamkax ceTd. CeTH pas3audHbIX MacimTaOboB. KiueHTBI W cepBephl.
OIHOpaHTOBBIE CETH.

2 Jloxaneuble u mnobanbHele cetu. Cerb WuTepHer. KommoHeHThl ceTH. OKOHEUHBIE CETEBBIC
ycrpoiictBa. IIpomexyrounble cereBbie ycTpodcTBa. CereBas cpeaa. Cxembl TOMOJOTHH.
[Tonxmrouenue k cetu Murepuer. Texnonoruu gocrymna B MHTEpHET.

3 Cetp B kauectBe Miatdopmbl. KouBeprentHole (comenmuecs) ceTd. HanéxHOCTh ceTH.
VYcToitunBOCTh K cOOSIM B CETAX ¢ KOMMYTAIMEH KaHAJIOB M TAKeTOB. MacmrTaOupyeMoCTh CETH.
O6ecrieuenue kadectBa oocmykuBanus QoS. ObecrneueHne 6€30MaCHOCTH CETH.

4 Tennentuu pa3sutus cereid. Konnemnmus BYOD. CoBmectnas pabora uepe3 MatepHeT. Buneocsiss.
O6naunbie BeruncieHus. LienTpsr 00paboTku qaHHbIX. CeTeBble TEXHOIOTHH I JoMa. Opranuzanus
CeTM 10 JHUHMUAM DJeKTpolnepenadu. becnpoBopgHol mmpoxononocHsli  goctyn. CereBas
0€30MacHOCTb.

5 Hacrpoiika cereBoii oneparnronHoi cucteMbl. CiscolOS. OcHoBHble PyHKIMH. JI0CTYyI K yCTPOUCTBY
Ha 0Oaze CiscolOS. Koncomnbuseiii mpoctyn. Telnet, SSH u AUX. PexxuMmbl paGoThl oneparmoHHON
cucreMbl CiscolOS. IIpuBuierupoBaHHbII M MOJB30BATENBCKUI peXuUM. Pexxum mmolanbHOM
KOH(UTYpaluy U JOonoJHUTENbHbIe pexuMbl. CtpykTrypa komana CiscolOS. KonrekcTHas crnpaBka.
[TpoBepka cunTakcuca komauasl. Komanasl nposepku B [0S.

6 OrpannyeHue noctyna K (aiinaM KOHGUTypaluu YCTpPOMCTB. 3alMTa JOCTyNa K YCTpOMCTBaM.
3ammrTa A0CTyna K NPUBHICTHPOBAHHOMY M TOJIb30BaTelbckoMy pexkumy. lludposanue maposns.
Bannepusie cooduienus. CoxpaHeHne KOHPUTypaIiy yCTPOUCTB.



7 Hoptel u anpeca. IP-agpecanust ycrpoiictB. Mutepdeiicbt u moptel. HacTpoiika BHUpPTyaIbHOTO
uHTepdeiica kommyraropa. Hactpoiika [P-anpecoB OKOHEUHBIX YCTPOMCTB: BPYUHYIO M IPH MTOMOIIU
DHCP. Koudmuxrsr IP-agpecos. IlpoBepka mapamerpoB mnozakmodeHust (loopback-untepdoeiic,
npoBepka HHTepEHCcOB KOMMYTATOPa, TECTUPOBAHNE CKBO3HOTO MOIKITIOUCHHS).

8 CereBble MPOTOKONBI U cTaHAApTHL. Kommpomanue cooOuieHus. DopMaTHpoBaHUE W HHKAICYISIUS
coobuienus. Pasmep coobOmenus. Bpemennble mapamerpsl coobmienus. IlapameTpsl nocTaBKH
coobuienus. Bzaumopeiicteue nporokosnoB. Ctek nporokonoB TCP/IP u npouecc oOMeHa JaHHBIMH.
Opranuzanuu no cranaaptusanuu: ISOC, IAB, IETF, IEEE, ISO.

9 Dranonnsie mopenu. Moaens OSI. Monens TCP/IP. CpaBHenue mozeneit.

10 /IBmxenue paHHbIX No cetu. MHkancynsauusa naHHbeiX. [JocTtyn k nokanbHbIM pecypcam. Jloctyn k
yIaJIEHHBIM pecypcam.

11 CereBoii goctym. Ilomkmrouenune k cetu. CeteBbie mHTEp(deiicHbIC TaThl. OU3NYECKUN YPOBEHB.
Cpencta nepenadyu JaHHBIX (u3nyeckoro ypoBHs. CTaHIapThl U MPOTOKOJBI (PU3NYECKOTO YPOBHSI.
[IpomyckHast cnocoOHOCTh. [Ipon3BoauTEIEHOCTD ceTH. THIBI PU3NUECKOM CPEIBI.

12 Mennble kabGenu. DKpaHUpOBaHHAs M HEdKpaHMpoBaHHas BuTas mapa. [Ipokmaaka kabeneir UTP.
Cranpnaptel. PaznoBugHoctu kabeneit tunma UTP. TectupoBanme kabeneit UTP. KoakcuambHblit
kabenb. be3onacHoCTh MEIHBIX Kabemeid.

13 OnToBosokoHHbIE Kabemu. OcoOeHHOCTH TTPOoKaNKU. KOHCTPYKITHS ONTOBOJIOKOHHOTO Kabemns. THumsl
OTITOBOJIOKOHHBIX Kabeneil. [[poBepka onToBOIOKOHHBIX Kabeseit. CpaBHEHHE ¢ MEIHBIMH KaOCIISIMH.

14 becnpoBomHbIe cpencTBa mepenadyd  JaHHBIX. (OcoOeHHOCTH  OecnpoBOMHON  cpembl. TuIbl
OecrpOBOHBIX CPENICTB Mepeaaun JaHHBIX. becnipoBonHas mokansHas cetb. Ctanmaptel WiFi 802.11.

15 TIporokonbsl kKaHaibHOTO ypoBHS. HaszHaueHue kaHanbHOro ypoBHS. [lomypoBHM KaHaloB JaHHBIX
MAC u LLC. VYnpapieHnue IOCTynmoM K cpeiae mnepemadd OaHHbIX. CTpyKTypa Kaapa YpOBHS 2.
dopmarupoBaHuEe AaHHBIX Ui nociuenyromel nepenadu. Cosznanne kaapa. CrangapTsl KaHAIBHOTO
YPOBHSL.

16 Bunpl Tomonoruii. ®usnueckas u JJoruveckas Tonojorus. Tomonoruu modansHoM ceTu. Kaap kanama
nepenaun nanabix. Kaaper LAN 1 WAN. Kanp Ethernet. Kagp PPP. becnipoBoagnoit kaap 802.11.

17 TIporoxon Ethernet. [Tpuamun padotsl. [TomypoBan MAC u LLC. MAC-aapeca. O6paboTka KaapoB.
WNukancynsumst  Ethernet.  Pasmep wm  cTpykrypa kampa. MAC-aapeca  OIHOAIpPECHOM,
HIMPOKOBENIATENILHON U MHOTOaIpecHOM pacchuiku. CkBo3Hoe noakiatodeHne. MAC u [P-aapeca.

18 IIportokon paspemenust aapecoB ARP. @ynkiun ARP u npunuun pabotel. Pons ARP B mpouecce
yaanéuHoro ooMeHna nanabiMu. Tabnmuia ARP Ha cereBbix ycTpoiicTBax. IIpodnembr ARP.

19 Kommytaropsr LAN. Iloptel kommyrtartopa. Tabmmma MAC-agpecoB. HacTpoiiku IyriiekcHOTo
pexxuma. Oynkrusa Auto-MDIX. CriocoOb!l epechiIky Kajapa Ha kommyTtaTtopax Cisco. Kommyrarus ¢
Oypepuzammeit u 6e3. Kommyramms c wuckioueHueMm ¢parmentoB. bydepusamms mamsata Ha
KoMMyTaropax. OukcupoBaHHasi U MOAYJIbHAsE KOH(puryparus kommyraropos Cisco.

20 Kommyrtanus ypoBHs 3. CpaBHEHHE KOMMYTallMd BTOPOIO U TPETHEr0 YpOBHA. TexHoiorus
CiscoExpressForwarding. Tumnbl uarepdeiicoB ypoBHs 3. KoHpurypamus MapmpyTH3upyeMoro mnopra
Ha YpOBHE 3.

21 TIporokosbl cereBoro ypoBHsA. CeTeBOM ypoOBEHb B IpOIlleCCe Mepelayd JaHHBIX. XapaKTEPUCTUKHU
npotokoina IP. TTaker IPv4. Orpannuenus [Pv4. [Taket [Pv6.

22 MapmpyTuzanus. Meroasl mapmpytusarnuu. 103 mo ymomyanuto. Tabnuma mapmpyTtuzanuu y3ina
[Pv4. Tabnuna mapmpytu3anuu MapiipyTtusatopa [IPv4. Anpec criemyromiero nepexoza.

23 MapmpyTtuzatopbl. YcTpoicTBO MapiipyTtusaropa. Ilpomeccop m mamsarb. CeTeBbie WHTEpGEHCHI.
OmneparmonHas cuctema mapmpytuzatopa. CiscolOS. IIporece 3arpy3ku MapiipyTu3aropa.

24 TIpoTokoJibl TPAHCHOPTHOTO YPOBHS. 3HAYEHHUE TPAHCIOPTHOTO YPOBHS MpU Mepeladye JaHHbIX.
MynbTUIIIIEKCUPOBaHUE Ce€aHCOB CBs3U. HanéxHocTh TpaHcnopTHOro ypoBHA. I[Iporokonm TCP.
ITpotokon UDP. Anpecanust noproB TCP u UDP.

25 Ob6men mannubiMu 1o TCP. Han&xHoCTh MOCTaBKH. YCTAHOBIEHUE COCAMHEHHUS M €r0 3aBEpIICHHE.
TpéxcropoHHee pykomoxkarue. YrnopsaoueHHas aoctaBka. [lonrBep:kaenue u pasmep okHa. Iloreps
JIAHHBIX U MTOBTOpHAs Mepeaaya. YnpasieHue notokoM. [IpegorBpaiieHue neperpys3ox.

25



26

26 OOmeH ganHbiMH ¢ ucnoiab3oBanuem UDP. UDP-pararpamwmel. [Iponeccsr u 3anpocst UDP-cepsepa.
[Ipoueccsr UDP-knuenta. [punoxenus, ucnonssyromue UDP. CpaBaenne UDP u TCP.

27 IP-anpecanus. CereBbie [Pv4 anmpeca. Crpykrypa azapeca. Macka mnoacetn. OnHoanpecHas,
HIMpPOKOBEIaTeIbHasi U MHOroaapecHas paccolika [IPv4. Tunsl IPv4 anpecos.

28 Certesblie IPv6 anpeca. [Ipobnemsr ¢ IPv4. Anpecanust [Pv6. IIpaBuia 3anucu anpecoB IPv6. Tumb
aapecoB [IPv6. NnnuBunyansueie [Pv6 aapeca. [mobanpHbll MHAMBUAYAIbHBIN ajapec. JlokanbHBIM
anpec kanana. Jlornueckuii uatepdeiic loopback. Heonpenenennsiii aapec. YHUKaIbHBINA JTOKATbHBIH.
Hmuna IPv6 npeduxkca.

29 NnnuBunyansuele IPv6 anmpeca. CrpykTypa mno6anpHOro uHAMBHAyaibHoro IPv6 anpeca.
Crarnyeckast KOH(UTYypaLus I100aJIbHOTO MHAUBUIYaJIbHOTO ajpeca. JlnHaMudeckas KOHQUTyparus
100aMpHOT0 MHIUBUAYaIbHOTO anpeca ¢ ucrnonb3oBanueM SLAAC u DHCPv6. Ilponecc EUI-64 u
uaeHTuduKarop uHTEepdeiica. Junamuueckue JokaiabHble agpeca. CTaTHYecKue JIOKaJIbHBIE ajpeca.
[IpoBepka konpurypauuu IPv6 anpeca.

30 I'pynnoBele IPv6 anpeca. IlpucBoennsle rpymnmnoBele IPv6 anpeca. I'pynmoseie IPv6 anpeca
3arpamrBaeMbIX y3JI0B.

31 TectupoBanue u mposepka coenuHenus. Coobuienus ICMPv4 u ICMPv6. Coobmenus ICMPv6
"3ampoc k wmapmpyTtuzaropy”, "OObsBiaeHHe OT MapupyTuzaropa", "3ampoc coceanero ysma",
"OObsBeHue coceqHero ysna'. OTmpaBKa 3X0-3allPpOCOB: TECTHPOBAHUE JIOKAJIBHOTO CTEKa,
MOJKJIFOUEHUS K JIOKAJIbHOM CETH, MOAKIIOYCHHS K yAAIEHHOMY y3iIy. TpaccupoBKa Mapuipyra.

32 Cermenranus cetu. Pazouenue IPv4-cetn Ha noaceru. OnpeneneHue Mmacku nojacetu. [lpeumymiecrsa
pa30HeHus Ha MOJCETH C UCIIOIb30BAHUEM MACKU MIEPEMEHHOM JUINHBI.

33 Ocobennoctu mpoekrupoBanust [Pv6 cetu. Pazouenune [Pv6 ceTu Ha MOICETH C HCIOIB30BAHUEM
uaeHtudukaropa nogcern. Pazbuenue ¢ ucnoib3oBanueM uaeHTU(uKaropa nHTEpdeiica.

34 TIporokonbl ypoBHsS mpuiokeHH. CrocoObl B3aUMOICHCTBHS IMPOTOKOJIIOB TPUIOKEHUUA C
IPUIOKEHUSMH KOHEUHBIX Mosb3oBareneid. IIIupoko M3BECTHBIE CEPBHUCHI M IIPOTOKOJBI YpPOBHS
npunoxenuit. [Ipegocrasnenue cepsucos [P-agpecamnuun. [Ipenocrasnenue ciayx0 ooMeHa daitnamu.

35 Co3nmanve M nanbHEWIEee pa3BUTHE CETH. YCTPOWCTBA B paMKax HEOOJbINOW ceTH. [IpoToxosnsl,
WCITIOJIb3yeMble B HEOOMbIION ceTr. PazButue cereit 10 O6oee mUpoKUX MaciTaboB.

36 Meppl mo o0ecriedeHUI0 0€30MacHOCTH B CeTH. Mephl 0€30MacHOCTH CETEBBIX YCTPOMCTB.
Va3BUMOCTH U ceTeBble aTaku. [lonaBneHue cereBbix arak. MeTobl 3allUThl YCTPOUCTB.

37 VYopasnenue daiinamu koHpurypanuu [0S, DaitnoBeie cUCTEeMBbl MAPIIPYTU3aTOPOB U KOMMYTATOPOB.
PesepBHOE KONMpOBaHUE U BOCCTAHOBIIEHHUE (DaiiIOB KOHPUTYpALUH.

38 HNuterpupoBanHbie MapuipyTu3aropbl. HacTpoiika mapameTpoB HHTETPUPOBAHHOTO MapIIpyTHU3aTOpPa.

Bomnpocsl k 3k3ameny - 4 cemecTp

1 O6benunHEHHBIE ceTH. MHOTOKOMIIOHEHTHOCTh COBPEMEHHBIX CeTel. DIIeMeHThI 00BETMHEHHON CETH.
Hepapxust B KOMMYTUPYEMOM CETU. YPOBEHb IOCTYIA U YPOBEHb PACIPEACIICHUS.

2 Kommyrtupyemasi cpena. Ilepecbiika kaapoB. uHamuueckoe 3anonHeHue tadmuubl MAC-anpecoB
KOMMyTaropa. MeTozbl epechuIKM Ha KOMMYTaTOpe: KOMMYTAlMs C MPOMEXYTOUHBIM XpPaHEHUEM U
ckBo3Hasg koMmmyTauus. Kommmsunonsuele nomensl. IllupokxoBemarenpHbple JoMeHbl. CHHMMKEHHE
IIEPErpy30K CETH.

3 ba3zoBasg HacTpoiika kommyrtartopa. IlocnenoBarenbHocTh 3arpy3ku. Boccranosienue. CBeToBble
uHauKatopbl. Hactpoiika unTepdeiica ynpaBieHHs] KOMMYyTaTopa.

4 Hacrpoiika noptoB kommyTartopa. JymiekcHas cBsi3b. Auto-MDIX. IlpoBepka HacTpoek mopra.
YerpaneHue Henonaaok.

5 be3zomacHocTh KOMMyTaTopa.  3amuIuEHHbIN ynanéHusii noctym. Ilporoxonm SSH. ITpobGiembr
6e3onmacHocTi kommyTtaropa. Ilepenonnenue tabnuny MAC-aapecoB. DHCP-ciygunr. Vsazsumoctu
nporokosia CDP. BeisiBnenue yrpo3 6€30macHOCTH.

6 OOecrieueHue OE€30MACHOCTH KOMMYTAaTopa.  3allluTa HEWCIIONb3yeMbIX MOPTOB. OTClIeKUBaHUE
DHCP-coo6menuii. Hactpotika Port-Security.

7 Buptyanbnsbie JokanbHble ceTd VLAN u ux npeumymecta. Tunsl VLAN. ['onocosie cetn VLAN.
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BuptyanbHble J0KanbHbIE CETHU B Cpelde C MHOXECTBOM KoMMyTaTopoB. Tpanku. KoHTponb
HIMPOKOBEIIATeIbHBIX TOMEeHOB. TerupoBanue kaapoB Ethernet. Native VLAN.

Haznauenune BuptyanbHO# jnokanbHO cetn. manmazonsl VLAN nHa xommyraropax CiscoCatalyst.
Co3nanue BuUpTyalbHOW JIOKanbHOM ceTu. Hasnauenue mnoproB cersm VLAN. H3menenue
MIPUHAJIEKHOCTH NIOPTOB BUPTYAJIbHOW CETU. YIaJeHUE BUPTYaJbHBIX JOKaJIbHbIX cereil. [IpoBepka
uHpopmaruu o VLAN.

Tpanku BupTyanpHbIX ceTeil. Hactpoiika TpankoBbix kaHanoB IEEE 802.11Q. C6poc TpaHKOBOTO
KaHajga 10 COCTOSHHUS MO yMom4aHwio. [IpoBepka KOHPUTYypalMu TPaHKOBOTO KaHana. [IpoTokon
JUHAMHYECKOTO co3fanus TpankoBoro kaHana DTP. CornacoBaHHbIe pexxuMbl HHTEp(derica.

[Touck m ycrpanenue Henomanok VLAN. Ilpobnemsr ¢ [P-agpecammeii. OrcyrcrBue cetu VLAN.
[IpoGnemsbl ¢ TpaHKOBBIMH KaHajdaMu. HecoBmanenne pe>kKMMOB TPAHKOBOH CBSI3H.

[IpoextupoBanue u obecneuenue 6e3omacHoctTt VLAN. Ataku Ha VLAN. Cnyunr-ataka u araka ¢
nBouHBIM TerupoBaHueM. Cetb PVLAN nepumerpa. Pexkomenaanuu no npoekrupoBanuio VLAN.
HavanpHast ycraHoBka Mapuipytu3aropa. @DyHkiuu Mapuipytuzatopa. [mo3sl mo yMoma4aHUIo.
AxtuBanus [P-anpecanuu Ha y3ie u mapuipyTuzarope. KoHCOIbHBIN AOCTYII.

OcHoBHBIE TapaMmeTpbl Mapuipytuzaropa. Hactpoitka mapamerpoB IPv4 u IPv6 Ha wunTepdeiice
MmapmpyTu3atopa. Hactpoiika uaTtepdeiica loopback mst [Pv4.

[IpoBepka CBS3HOCTH ceTel ¢ mpsAMBIM noAkIoueHueM. [IpoBepka HacTpoek unTepdeiica. [IpoBepka
HacTpoek IPv6 Ha nunTepdeiice. @unbTpanusi BRIXOAHBIX JaHHBIX KOMaH] Sshow.

Mapuipytuzanus naketoB. OtnpaBka makera. [lepecbuika Ha cienyromuii nepexon. Joctuxenue
MeCTa Ha3HAUYCHHUS.

Pemiennst Mapuipytuzanuu. OntumanbHbld 1yTh. Pacnpenenenue Harpy3ku. AJIMHUHUCTPATUBHOE
paccTostHue.

Tabnmuua wmapmpytuzanuu. VcrouHukn TaOnMMibl MapIpyTH3alWu. 3alucd MapUIpyTH3alUH
YIaJIEHHOU CEeTH.

MapipyTsl ¢ OpsAMBIM MOJKIIOUYEHUEM. 3amucH TaOMUIbl MapUIpyTH3ALUU ISl CeTel C MPSIMbIM
noakoueHueMm. Crarnueckue MapmpyThl [Pv4 u [Pv6. [TpoTokonsl fuHaMu4YeCcKoW MapiipyTH3ALUH.
Hacrtpoiika wmapmpytuzanun  Mexay VLAN. OcHOBHbIE NpUHIUIIBL. — YCTapeBllas CcXema
MapmpyTu3anuu Mexxay VLAN u MapuipyTrsaius ¢ UCIIOJIb30BaHHEM METOja router-on-a-stick.
[Touck m ycrpaneHue HemoJagok Mapmpytuzanuu Mmexnay VLAN. Hemomanku B pabore mopra
koMMyTaropa. IlpoBepka koHpuUrypauuu KommyTtaropa. I[IpoBepka HacTpoek MaplIpyTH3aTopa.
Omm6ku B IP-agpecax u Mackax moaceTH.

KommyTtarusi 3-ro ypoBus. Mapmpytuzanuss mMexay VLAN depe3 BupTyanbHble HHTEPEHCHI
KOMMYTaTopoB. HacTpoiika cTaTiuecKkux MapuipyToB Ha KOMMYTAaTOpe.

Craruueckass MapuipyTuzanus, €€ MNpeuMyIIecTBa M BO3MOXHOCTH. CTaHIApPTHBIA CTaTUYECKUU
MapupyT. Cratndeckuili MappyT no ymondanuro. CyMMapHsbli cratuueckuil Mapupyt. [lnaBarommii
CTaTU4YECKUM MAPLIPYT.

Hacrpoiika crarnueckux mapmpytoB IPv4. Komanga iproute. IlapameTpsl ciemyromiero mnepexosa.
Hacrtpoiika HanpsMyr0 TMOKIIOYEHHOTO W IOJHOCTBIO 33JaHHOTO CTAaTHUYECKUX MApUIPYTOB.
Hactpoiika cTaTnueckoro mapiipyTa 1o ymoiadanuio. [IpoBepka craTuueckux MapiipyToB.

Hacrpoiika cratmueckux MapmpyroB IPv6. Komannma I[Pv6 route. Hacrtpoiika Hanpsmyro
MOJIKJIFOYEHHOTO U MOJHOCTBIO 33JJaHHOT0 CTaTUYeCKUX MapuipyToB. Ctatudeckuid mapuipyt [Pv6 mo
ymomyaHuto. [IpoBepka craTuueckux MapupyToB.

KnaccoBas aapecanust cetn. KnaccoBsle Macku noacereid. KimaccoBwlii MPOTOKOJ MaplIpyTH3aIlUH.
N30BITOYHBIN pacXol peCypCcoB.

becknaccoBass mexaomennas mapuipytusanusa. CIDR u oO0wenuHenune mapmpyToB. beckimaccoBbie
MIPOTOKOJIBI MapIIPYTU3ALINH.

Macku noaceTu GUKCUPOBAHHOM M MIEPEMEHHON JUTHHBI. Pa3nenenue moacerei Ha MOICETH.
Cymmapnsbie MapuipyThl. O0bennHenue MapmpyToB. Pacuér cymmaproro mapripyra. O0be1uHEHHBIE
MapupyTsl B IPv6. Hactpoiika cymmapnoro IPv6 angpeca.

[InaBaromue crarnueckue MapuipyThl. HacTpoiika u mpoBepka I1aBaroIiero CTaTMueCckoro MapuipyTa.
[Touck u ycTpaneHue HEMoa 0K B HACTPOMKAX CTAaTUYECKOr0 MapuIpyTa.
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IIpoTokosmbl JUHAMHUYECKOM MaplpyTu3anud. Posib IPOTOKOIOB JUHAMHUYECKOM MAapLIPyTU3ALUH.
CpaBHEHHE CO CTaTUYECKON MapLIpyTU3alUeil.

[Ipuniunsl paboThl MPOTOKOJOB MAapLIPYyTU3aLMU. 3amyCcK IOcie BKItodueHus nutanus. CereBoe
oOHapyxenue. OOMeH JaHHBIMU MapuipyTu3anui. OdecrnedeHne CX0JUMOCTH.

Tuner  mporokonoB  Mapumpytuzauuu.  IIporokoner  mapmpyrtuzaumu  IGP u EGP
JIMCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJBL. IIpoTOKONIBI MapuIpyTH3alMM 10 COCTOSHUIO KaHaua.
KnaccoBele u  OeckiiaccoBble  MPOTOKOJIBI  MapUIpyTHU3alUH. XapaKTEPUCTHKH  MPOTOKOJIOB
MapLpyTH3auuu. MeTpuKy IpOTOKOJIOB MapIIpyTU3ALINH.

JluHamuueckasi TUCTAaHIMOHHO-BEKTOPHAsl MaplIpyTu3auus. J{MCTaHIMOHHO-BEKTOPHBIM aJIrOpUTM.
[Iporoxonsr RIP u EIGRP.

[Ipotokonsr RIP u RIPng. Kondurypauus RIP na mapmpytuzarope. OObsiBnenue cetu. RIPv2.
OTkmoyeHne aBroMarudeckoro oObenuHeHusi. HacTpoiika mnaccuBHbIX uHTepdeiicoB. Ilepemaua
MapuipyTa no ymonuanuto. O0ssBieHue cereit [Pvo.

JlunamMuueckass MapHIpyTH3alMsl 10 COCTOSHHIO KaHama. [lpuHmun  paGotel.  [IpoTokomsr
MapuIpyTH3alKM 10 KpaTyaieMy nyTdu. AJroput™ {erkcTpsl.

O6HoBneHus coctosiHus kaHaia. Hello-mpotokon. Co3manune makeTa COCTOSHMS KaHaja. JlaBuHHas
pacchlIka TMakeToB cocTosiHus KaHayna. Co3naHue Oas3bl JaHHBIX COCTOSHUM KaHanoB. CoznaHue
nepeBa kpardamux mytei. JlobaBnenne mapmpytoB OSPF B Tabnuiy MapmpyTu3ammm.

Tabnmuia MapumpyTH3anuu. 3amucd € OPSAMBIM TOIKIIOUECHHEM W 3alucH 00 yJal€HHOW CeTH.
OxoHuarenpHbI MapuipyT. MapupyT 1-ro ypoBus. Pogurensckuii mapupyt 1-ro yposHs. JlouepHuii
MapuipyT 2-ro ypoBHs. Ilpomecc momcka Mapuipyra. OnTHUMaibHBIM MapuipyT. 3amucu B Tabiuie
Mapupytuzanuu [Pv6.

IIpotoxon OSPF. OcHoBuble xapakrepuctuku. Kommonentsl mpotokona OSPF. Ilpunimn paGoTsl.
OSPF ms oxHO# 00/1aCTH U HECKOIBKHUX 00JIaCTEA.

Coobmenust OSPF. Unkancynsmus coobmennit  OSPF. Tunsl cooOmiennii. [lakeTsl mpuBETCTBHS.
Wutepransl ornpaBku hello-nakeroB. OGHOBIEHUS COCTOSHUS KaHaA.

Paboune cocrosuust OSPF. YcranoBneHHe OTHOLICHHMH CMEXHOCTH C COCEAHHMH YCTPOICTBaMHU.
Beimenennenii  mapmpytuzarop DR u pesepBHBIM  BbIIeneHHBIM — Mapmpyrtuzarop  BDR.
Cunxponu3zanus 6a3 ganueix OSPF.

Hacrtpoiika OSPFv2 nmns omnoit obGnactu. Wnentudukatopsr MapmpyTtusatopa. Hactpoiika
unentudukaropa mapurytusatopa OSPF. Bxmouenne OSPF na wnTepdeiicax. [llabmonHas macka.
Komanna network. ITaccunsbrit uatepdetic. Croumocts OSPF. Akkymyssiiust croumocTtu. Hactpoiika
3aJIaHHOM MPOMYCKHOM criocoOHocTH nHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyro. [IpoBepka
OSPF.

Kondurypanus OSPFv3 mns omgHoit obnactu. CxonctBa m pasznuuus mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tomonorums cetm OSPFv3. Hactpoiika u wu3MeHeHHe HACHTH(PUKATOpPA
mapmpytuzatopa OSPFv3. Brmrouenne OSPFv3 na unrepdeiicax. [Iposepka OSPFv3.

Crucku  koHTposst poctyna. [lpunmmn pabotsl ACL-criuckoB mo mporokonmy IP. Hasnauenue
ACL-cnuckoB. CTanmapTHble U pacHIMpeHHble ciucku foctymna. [llabmonnsie Macku. Pexomennanun
10 CO3JAHMIO U Pa3MEIICHUIO CIIUCKOB 10CTYTIA.

Cranpgaptaeie ACL-ciucku 1 IPv4. Hacrpoiika cranmaptaeix  ACL-cnmckoB. Brecenue
n3MeHeHuil. 3amura noptoB VIY ¢ nomonisto ctangaptHoro ACL-cnmcka.

Pactmmpennsie ACL-cniucku. Ctpykrypa pacmmpenHoro ACL-cnucka. HacTpoiika pacmmpeHHbIX
ACL-cnuckoB. [Ipumenenue pacmmpeHHbix ACL-cniuckoB Ha uHTepdeiicax. Co3naHne MMEHOBAaHHBIX
CIUCKOB AocTtyna. [IpoBepka u pegakTHpoBaHUE paCIIMPEHHBIX CIIUCKOB JOCTYIIA.

IMouck u ycrtpanenue Henonagok ACL-cruckoB. Jlormka paGoThl BXOHNSIIETO W HCXOASALIETO
ACL-cniuckoB. Jlornueckue neiicTBus cnucka gocryna. [Ipouecc npuHATHS pelieHnid CTaHAapTHOTO U
pacimmpeHHoro crnucka gocryna. Pacnpocrpanénnsie ommoku ACL-CHCKOB.

Cnucku pocrtyna ana [Pv6. Tunsl cnimckoB. CpaBHenue ¢ ACL-cnmckamu mis [Pv4. Hacrpolika u
MPOBEPKA CIUCKOB JocTyna st [Pvo6.

[Iporokon DHCPv4. ®opmar coobmenus. CooOmieHusi oOHapyxeHus u mnpemiokenus DHCPv4.
Hacrtpoiika u npoBepka DHCPv4 cepepa. DHCPv4 perpancnsuus. Hactpoiika DHCPv4 knuenrta.
[Touck u yctpanenue HeucnpaBHoctei B pabore DHCP.
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50 Iporoxkon DHCPv6. ABTomarmueckas HacTpoiika aapeca Oe3 orciexuBanusi coctostaus SLAAC.
[punun paborel. DHCPv6 ¢ otcnexuBanuem cocrostHus. [Ipoueccst DHCPv6. DHCPv6 Ge3
OTCIIe)KUBaHMs cocTosiHus. 1IpoBepka u HacTpolika MapupyTusaropa. Hactpolika mappyrusaropa B
kauectBe cepBepa DHCPv6 ¢ orcnexxuBanuem cocrostHusi. Hactpoiika mapiipyTtuzaropa B KauecTBE
areHTa perpancisauuu DHCPv6.

51 Towuck u ycrpaHeHue Henonaaok B padbore mapuipytuzatropa DHCPv6. Ilposepka Hacrpoek DHCP v6
Ha MapuIpyTH3aTope.

52 TIpeobpazoBanue cereBbix anapecoB [Pv4. Cuctema NAT. [puniumn paGoThI.

53 JluHamudeckoe U cTaTudeckoe mpeoOpaszoBanue aapecoB NAT. IIpeoOpazoBanue aapecoB MOPTOB
PAT. CpaBuenue NAT u PAT. Hactpoiika crarnueckoro u auHamuueckoro NAT. Hactpoiika PAT.
Ilepeanpecanus noproB. Hactpoiika NAT u nnpotokona [Pv6.

54 Ycrpanenue Hemonagok B pabore NAT. ITlomck Hemonazok ¢ TMOMOMIBI0 KoMmaHa show.
UcnonszoBanue komanasl debug. [Tpumepsr.

Bomnpocel k 3k3aMeny - 6 cemecTp

1 TIpoekT KOpHOpaTUBHOM CETH JId KOMIUIEKCa 3aaHui. I[IpoekTupoBaHuME HEPAPXUUYECKOW CETH.
TpeboBanus k cetu. [IpuHIUIBI CTPYKTYPUPOBAHHOTO MTPOEKTUPOBAHHUS.

2 Uepapxus cetd. YpoBeHb AOCTyNa. YPOBEHb paclpeeieHus. YpOBeHb sapa.

3 KopnoparuBnas apxutekrypa Cisco. Monynb KOMILIEKca 3[aHUM Npeanpusrus. Moayinb TpaHUIbI
npennpustus. [ panuia cetu oneparopa cBsi3u. YinanéHHas GyHKIIHOHAIbHAS 007IacTh.

4 PasBuBaronuecs ceTeBble apXUTeKTypbl. CeTn 0e3 rpaHull. ApPXUTEKTypa COBMECTHOM pabOTHI.
Lentpsr 00pabOTKM AaHHBIX M BUpTyanu3alus. Pacmupenue cetu.

5 Toaxiouenue k mobanbHoil cetn. Cetn ¢mimanoB. Pacnpenenénnas cetb. YcTpolcTBa 1100aIbHOM
cetu. KommyTanus kaHai0B 1 KOMMYTal¥sl TIaKETOB.

6 CepBucbl mobaneHOW cetn. MHppacTpykrypa cetu omepatopa. MHpacTpyKTypsl YacTHBIX
100anpHBIX ceTeil. ApenpoBaHHble JuHMU. Kommytupyemsiit noctym. ISDN. FrameRelay. ATM.
WAN Ha ocHoBe Ethernet. MPLS. VSAT.

7 Nndpactpykrypa obmenoctymHon mmodampHor cetr. DSL. KaGenb. becnpoBomHble TEXHOIOTHH.
CoroBas cBsi3b. Texnomnorus VPN. Beibop cmoco6a moakitodeHus K ri100aIbHON CETH.

8 IlocnenoBarenbHOe coeanHeHue "Touka-touka'. IlocnenoBarenbHbie U NMapaieabHble MOPTH. CBA3b
[0 TMOCJIEIOBAaTEIbHOMY KaHaly. MyNbTUIIIIEKCHPOBAaHUE C PaA3JEICHUEM [0 BPEMEHH. YCTPOICTBa
DTE u DCE. [IocaenoBarenpHbIe KaOETH.

9 Unkancymauuss HDLC. Tumbel kagpoB. Hacrpoiika u oTiagka mocieqoBaTelbHOrO HHTEpdeiica.
[punun padotsl npotokona PPP. LCP u NCP. Ctpykrypa kaapa PPP. Ceancst PPP.

10 Hactpoiika nporokona PPP. Komanasr 6a3oBoii HacTpoiiku. CxxaTre 1aHHBIX. MOHUTOPHHT KauecTBa
kaHasa PPP. IIpoBepka HacTpoek.

11 Ayrentudpukamms PPP. Ilporokonsr ayrentuduxauuu PAP u CHAP. Hactpoiika PPP ¢
ayrentudukanueir. Omiaaka PPP.

12 FrameRelay: npeumymectBa u Hemoctarku. [lpuHimmn paGorel. I'pynma BHPTyalbHBIX KaHAJIOB.
Wnkancynsmus FrameRelay. Tomonmorun cereit FrameRelay. Comocrasnenue agpecoB. Murtepdeiic
JoKajgbpHOTO yrpasinenus. Inverse ARP. Ynpasnenue norokom naHsHbIX B cetd FrameRelay.

13 Hacrpoiika FrameRelay. Komanapl 0a3oBoii HacTpoliku. HacTpoiika m TpoBepka CTaTHYECKOTO
comnocTaBieHus aapecoB. Hactpoiika moapiaTepdeicos.

14 Ornanka FrameRelay. Pabora LMI. Cocrosiaue kanana PVC. IIpoepka padotsr Inverse ARP.

15 Cucrema NAT. Ilpunmun pa6otsl. OCHOBHBIE XapakTepUCTUKH. CTaTHUecKHe M JUHAMUYECKHE
npeoOpazoBanust NAT. [IpeoOpazoBanue anpeca u Homepa nopra PAT. [IpeumymiecTBa u HeAOCTaTKH
NAT.

16 Hactpoiika crarndeckoro m auHamuyeckoro NAT. Hacrtpoiika PAT. IlepenampaBieHune mnOpTOB.
Hacrpoiika mexann3ma NAT u nporokona [Pv6. Otmanka NAT, komanast show u debug.

17 Pemenuss MUPOKOMOJNIOCHOTO JOCTyMNa. YmanéHHas paboTa: NPEUMyIIecTBA W HEJOCTAaTKH.
TpebGoBaHUs K MOAKIIOUCHHIO JJIS YIAJIECHHOTO paOOTHHKA.

18 CpaBHeHue penieHui mupokonojgocHoro aocrymna. Kadens. DSL. becnipoBomHbIe MHUPOKOMOIOCHBIE
cetu. Be10op perrennii mupoKooJIOCHOTO A0CTYIIA.



19 Hactpoiika nogxmrouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

20 3ammra mexdunuanpHon cBsi3u. Cetn VPN: noctonncTBa n HegocTarku. Tumbl ceteir VPN,
21 Tynnenu GRE mexny o0bekramu. Hactpoiika u npoBepka TyHueneit GRE.

22 TIporokon [Psec. Ctpykrypa mportokona. Cepsuckl 6e3omacHoctr [Psec.

23

24

25
26

27

28

29

30

31

32

VYnanéunsiii qoctyn. Cetu VPN ymanénnoro mocrtyma ¢ ucnonb3oBanuem [Psec. CiscoEasy VPN.
Cpasuenue [Psec u SSL.

Syslog: npuHmmnel paboThl W OCHOBHBIE HacTpoiiku. Dopmar coobmienuit Syslog. Cyxba
BPCMCHHBIX MCTOK.

SNMP: npuniun pabotsl. Jlopymku arenta SNMP. Bepcun SNMP.

NetFlow. ITotoku mannpix B cetu. Hactpoiika m mpoBepka padotbl NetFlow. COopka u anamu3
JTAHHBIX.

[louck u ycTpaHeHME HEMOJNAAOK B CETH C HUCIOJB30BAHUEM CHCTEMHOIO  IOAXOAA.
JlokyMeHTHpOBaHUE CeTH. J{uarpaMmbl TOITOJIOTHA.

dopmupoBanue 0a30BBIX MOKazarenel cet. IIpomemypa moucka W ycrpaHeHus Hemodanok. Coop
JAHHBIX 0 cuMIToMax. Onpoc KOHEUYHBIX MOJIb30BaTENEH.

Hcnonb3oBaHuE MHOTOYPOBHEBBIX MOJENEH IS MOMCKA M YCTPAHEHHUS HEMONAN0K B ceTH. MeToasl
MIOMCKA U yCTPAHEHMS HEMOJIA0K.

Otnanka ceru. [IporpamMmHbie cpeacTBa MOMCKA WM yCTpaHeHUs Hemnonaaok. CpeacTBa MOHWCKa M
yCTpaHEHHUs] HEUCIpaBHOCTEH ammapatHoro obOecneueHus. [Ipumenenme cepsepa Syslog st
YCTpPaHEHUs HEIOJIAI0K.

[louck m ycrpaHeHue HEMoJaJOK Ha (U3NYECKOM, CETEBOM M KAaHAJIBHOM YPOBHSAX. YCTpaHEHHE
Henonanok ACL-cnuckoB u cucteMsl NAT. YeTpaHeHHe HENOIal0K HA YPOBHE NPUIIOKEHUH.

Ilouck u ycrtpanenune Henonanok B [P-cersx. KoMmoHEHTHI CKBO3HOIO IOMCKAa W YCTpaHEHUs
Heronazok. [IpoBepka ¢usnueckoro ypoBHs. Pexumsbl mpyminekca. Anpecanus. [IpoBepka numo3a mo
YMOJIYAHUIO U IIPaBUIBHOCTH ITyTH.

TunoBble 3axanus s dxk3amena (ITK-5)
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2. IlocTpouth U CKOH(GUTYPUPOBATH CETMEHT CETH, OrpaHMYeHHBIN MapiipyTuzaropamu Cisco 2801 Lab A
u Lab_B. IIponemoHcTprpOBaTh paboTOCIIOCOOHOCTH MOCTPOSHHOTO CErMEHTa CETH.



205.7.5.0 net

192.5.5.0 nat 210.93.105.0 net

Router Name - Lab_A  Router Name - Lab B Router Nama - Lab C RouterName - Lab D Router Name - Lab_E

E0=192.55.1 EQ=219.17.100.1 E0=223.8.1511 E0 =210.93.105.1 ED = 210.93.105.2
E1=205.7.5.1 S0=190.6.131 S50 =204.204.7.1 51 =204 204.7.2 SM = 255.255.255.0
S0=201.100.111 51=201.100.112 51=190.6.13.2 SM = 255.255.255.0

SM = 255.255.255.0 SM = 255.255.255.0 oM = 255.255.255.0

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

31

JeckpunTops! (ypoBHH) — OCHOBHBIC IPU3HAKH OCBOEHHUS (ITOKa3aTeIn

Ouenka Kommerentun
JIOCTYKEHUS pe3yabTaTa)
«OTJIHUYHO» IIK-5
(85 - 100 6amnnoB)
«XOpOLLIOY» I1IK-5

(70 - 84 6amnoB)

«ynposneTBoputensHo» |ITK-5
(50 - 69 6amnoB)

«HeynoBneTBopuTenbHoy (ITK-5
(menee 50 6amoB)

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCSsl 10 OCBOCHHM IO IMCIUILIMHBI (MOXYJIA)

5.1 Meroaudeckue yKa3aHusl 10 OPTaHU3AIUNA CAMOCTOSITEIBHON pabOThl 00yJatOIIUXCS:

[Ipuctymass Kk M3y4eHWIO NUCIMIUIMHBI, B TIEPBYIO O4Yepenb OOy4aromuMCcs HEOOXOIUMO O3HAKOMHTHCS
comepkanremM padoueii mporpammbl aucturummabl (PIT[]), koTopas ompenenseT comepskaHuwe, oObeMm, a
TaKXe MOPSAIOK U3YUYCHHS M MPETIOIaBaHusl yueOHOW TUCIUIUIMHEI, €€ pas/eia, 4acTH.

J11s1 caMOCTOSITENIBHOM pabOThI BAKHOE 3HAYCHHE UMEIOT pa3enbl «O0beM u collepiKaHue TUCIUTLTHBD),
«YuebHO-MeTonn4Yeckoe U HHPOPMAITMOHHOE 00eCTieueHIE TUCIUTUTMHED U «MaTepuaabHO-TEXHUYECKOe
obecriedeHre JUCIUTUINHBL, POrpaMMHOe obecrieueHne, mpodeccuoHalbHbIe 0a3bl TaHHBIX U
MH(OPMAITMOHHBIE CIIPABOYHBIC CUCTEMBD».

B pazmene «O0veM W copepkaHHE AUCHUIUIMHBD) YKA3bIBAIOTCS BCE pa3leibl M TEMbl H3y4aeMO
JTUCIUILTAHBL, @ TAK)KE BUJIBI 3aHITHIA U TUTAHUPYEMBI 00BEM B aKaJICMUYECKHUX Yacax.

B pasmene «YdeOHo-meromuueckoe U uH(pOpManMOHHOE oOecledYeHne AUCHUIUIMHBDY — yKazaHa
peKoMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JIUTEpaTypa.



B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE TUCIUIUIMHBL, TMPOTPaAaMMHOE OOecrieueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
TACIIUATUIMHEL

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOT0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CaAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHayibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJIHUTENBHOM JIHUTEPATYpOl SBISETCS IIaBHOM (OpMOIl caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAaHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pasMmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCIeKT MOXKeT OBITh BBITIOJIHEH B paMKax paclieuyaTKd BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeaMery. OH JOKeH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAIUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HayyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3MIIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelpl MpernoAaBareist co CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme W T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEKALIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUS TOCTaBIEHHONW yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PallMOHAJIBHOCTH UCIOJIb30BAHUS BPEMEHH, OTBEICHHOIO Ha 3aJJaHUE.
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YCTHBIM OIIPOC MOXKET CONPOBOXAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATHUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllMN: aKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI CONIEPIKAHHUIO, COOTBETCTBHE METOAMYECKAM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PeCypChl. COOTBETCTBHUE CONEPXKAHHS M JIUTEPATyphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTD UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIEHOCTD U JIOTHYHOCTb MPE3CHTYEMOTO Marepuara,

- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaTOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaMEeHTa, SMOIMOHAJIBHOCTh, YMCHUC
OTBETUTH HA BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:

- COIEepKaHHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHus cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHDKCHHS
pPEe3yNBbTaTUBHOCTH W 3(P(HEKTUBHOCTH U1l BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHOW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh MPUHUMAEMBIX PEUICHUH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.
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I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIIINHEC HGOGXO,Z[I/IMO CJICAyoHmICcC MarCpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKHIUOHHOI'O W CCMHUHAPCKOTr0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoMi nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEIBHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIA UCTIONB3YIOTCS HAOOPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKIE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).
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